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HAMLINK PACKEOMPUTER SYSTEM

The HAMLINK Packet Computer System is meant as a backup data communicationcsistesed
when other traditional options of sending data from point A to point B are not availafeMLINK
allows you to transmit radiogran{a text message routed by a network of amateur radio operatarsd
to forward emailcorrespondenceising HAM radio frequencies.

The person sitting in front of the HAMLINK is the design&t&LINKControl Operatoffor all messages
that are to be sent outiathe system.Since the HAMLINgystemusesa HAM radio to transmitlata,

the HAMLINKControl Operatomustbe a licensed HAM radio operatofhe job of theHAMLINK
Control Operatois to:

1 Review messages that have come into the HAMgihdaefor proper brmatting and content
(see page 10).
1 Sendthosemessages, based dhe priority level,usingHAM radio methods and software based
I LILIX A OF { A 2 yOulpasg doftwdire Eatzx&mplie;@utpdstis a Windowsbased
packet message client that lets you send and receive packet messages with almost any Amateur
Radio Bulletin Board System (BBYor ¢ SNXY A Y I f b ARQPersofayMaNBok f S NI &
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HAMLINK STATIONCIDENBET UP

When you power o the HAMLINK the first thing you will need to do is perforstation set up. This
creates folders on the hard drive where data éach unique incident is storedt willallow you to more
easily track radiogranfemails sent for each separate inciden TheHAMLINKControl Operatoill
login in using theiser name3ADMIN and password ofadminpass on the 6System Set Upscreenas
shown below

Clicklogin, and thenon the next screelickStation Setugsee below)

"HAMLINK-SERVER"@ - ARES0044
Washoe County Health District/ Washoe County ARES®

1P zddress:10.1.0.41]

Full Name: | Your Email User Name/Login
Home/Help] |Create Radiogram |List Station Radiograms [Send Radic¥gmnail |[HAMLINK-WEBForm® |

Welcome to the 'Washoe County Health Distri
Hamlink® Incident Management Server
Version-2.1.1

./ ARES

- Please log-in to gain access to any of its features as described below -

Radio-Telegram User -- Enter Your Full Name.
This Will Provide You Limited Access To Submit Radio-Telegrams.

credentials:
Radio-EMAIL And Telegram Users. -- Enter Your Full Name, Email Username And Password. ADMIN/Adminpass

If You Dont Have A Email Login/Password, Please Contact You RadioGram System Provider.

Full Name: \ | Your Email User Namer“Login:‘ Your Email Password'[

[Home/Help] |Create Radiogram |List Station Radiograms |Send Radic Email |HAMLINK-WEBForm® |

Station Setup | Station Test | Backup the Files | Reset Database | Lock the Svstem | Unlock Records |[LOGOUT

Welcome to the 'Washoe County Health District' / ARES
Hamlink® Incident Management Server
Version- 2.1.1

ADMIN LOGON

You have full-ADMIN access. Should you have any problems or questions, contact your
HAMLINK® System Developer; KD7ZEV@Charter.net

Click on Station Setup

Station Setup
Station set-up is a one-time operation thatis performed to initialize a database
Prior to invoking this command, be certain to adhere to the following steps and rules:
1) All previous database files have been backed-up (if required).
2.) Lighthon service has been stopped. (Request service stop by shortcut on desktop)
3.) Invoke a RESET DATABASE and ensure that the following (3)-folders do not existin D: drive.
=== \MAIL___and__.\HGram (NOTE: folders do not exist).==
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NOTE: The admin password is heodled into the systerand cannot be changed. This is to enable any control
operator that is familiar with a HAMLINK System to operate without having to know a specific password for any
given site; such in the case of al¢ai mutual assistance.

The next screen is tHdAMLINK Station Nansereen fill in the fields as shown in the diagram below:

Enter All the information required below.
You can always return to this page to change site or configuration data.

Your HAMLINK Station Name is:ARE S0044 | Hospital name, 6 digit maximum
Station Tactical Callsign] STMRYS /

) : — Hospital name and short event

[Incident] or [Station] Address:

street| Saint Mary's EVAC TEST -12/10 description
city: Reno
State: NV
Zip: 89502 Your HAM radio callsign, followed by
s / @winlink.org
Master Operator's Email address; KD7ZEV@uwinlink.org [ie. KD7ZEV@Winli

Email Password;

s Not needed

SMTP Port: |26 |fi ed Port: 26]
SMTP Host; localhost i erver: LocalHost]

Filename:gram.php

\

\ Leave defaults, do not change.

Station Tactical CallsigiThe abbreviated namef your hospital a maximum of 6 characte(see
Appendix A for the list of Tactical Callsigns for Hospitals).

Street: Use this field for the name of your incident (i.e. Drill, Evacuatimzardous Spikktc.) and
include your hospital namand the date(i.e.{ I A y (i : NNGUNERaGuatialR/10/2010)

City/State/Zip: (Optional: Leaveblankor provide fielddeployed location)

HAMLINKControl Operatof2 Bmail Address
This will be the HAMLINBontrol OperatoR & | ! a h LEigilfafictvédd by @irilirik.org (i.e.
KDZEV@winlink.org.)

EmailPassword{Not necessary Field reserved for possible future uses.)

SMTP Port/ SMTP Hod{eep default setting§ort 26)DO NOT CHANQ@Ihless you are familiar with
network environments;to avoid possible prograrsetting causing aetwork conflict

ClickdUpdate

Thefollowing screen will sayStation Setup CompleteYouwill then see alight Ring Tedb run after
you have finished the set ug=ollow the directions on the screehhisprogramis a testfor the light ring
on the face of the HAMLINK systeithis necessary to run this test just prior to an incident or d@llick
on each color and verify the light ring glows with each color (Red, Green, Yellow and\Bluayill
know when all has properlinitialized and tested when the light ring no longer has and color glow.

When he HAMLINK Station Setupc@nplete, Click ondLogout to exit.
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THE ROLE OF THE HMMWKICONTROL OPERATOR

The HAMLINK softwalwy itself cannot send message$ he HAMLINKoftware providesa method for

multiple users to logn and create individual messages for the HAMLOWKtrol Operatoto later send

on their behalf using Y I G4 SdzNJ wl RA 2 Y S KQubpast. I TiePigges adfaataga alzOK I & ¢
using the HAMLINK ikdt it eliminates the need toetype aprinted message prior toendingit. In

addition it automated the paper process in order to allow the Control Operator to focus on the job of
G3a3SGaAYy3a GKS YSaal3aSa 2dzié | a 2pdbigzind RanscaptioR S f Ay 3
and other manual tasks which can be leverage with the use of a computer.

The HAMLINK ontrol Operatofor youragencyis able to createhis or herown radiograms and email
messagesas well asoute2 § KSNJ LIS2 LX SQ& NITHRHAMLNKOEOl Opgidtom8sy | A f &
be a licensed HAM Radio Operator and shguitialready be part of thdospital or agencincident
commandstructure.

Messages composegithin the HAMLINKSystemare delivered into anessage queue whiaghaycause
the light ring around the computer screen to glow with a color based on the priority level of the
message (seepicture, Page 9).These messages are then procesbgdne or moreHAMLINKRadio
Control Operatafs), which maycopy and pastecontent into application tools such &utpost or
Outlookand thenforward them via Amateur Radio methotiseither:

1 Aremote HAM Radio statiothat can relay the message as an email
OR

1 Aremote HAM Radio statidhat can relay the messages a radidelegram
OR

Any other acceptable means available to th&MLINKRadio Control Operator(s) that can be used
to assist with the incident (ie. FAX, Crbssid interoperable communications to a remote
destination.)
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WIRELESSLY CONNEGTI® THHAMLINKSERVER/IFI HOTSPOT

A laptop/netbook computer wittWi-Ficapabilityis able toconnect to theHamlinkServerfor the
purposes of:

1 Composing a shorhessagg25 words or lesghrough theHAMLINKorogram
1 Placing a long message (more than 25 wbod®othercontent in the form of dile; in a shared
folder (see Page 2@®n the Hamlink serveandbypassing the HAMLIN¥eb browser interface.

Additionally secondary or assistant Control Operators can use a simifréfdabled connection to
share radb resources and/or interact with the HAMLINK System to compose radio facilitated emails.

To connect

Use your WFi enabled device to locate the HAMLINK hotdpotising Network or WFI utilities to
search for the HAMLINK WiFi hotspot.

For example On most laptops that use a Microsoft Windows operating systgmu can locate and
RIGHT CLI®@K the Wi-Fiiconin the lower right taskbat & a & a ( Sithe dohpute) 8 R and LJ | &
aSt SO0 axASg | Do lodate ihd sSrving HAMLISIKOdmIC2 v & £

}S”EE'@% 2:17 PM

The HAMLINK router shoulge discovered andisplayedin the Wireless Network Connectidist.

NOTE: Your screen may not look exactlythieepicture shown belovandyou shouldexpect to find a
HAMLINK referenced network item thsthiowsthe serid number of your MMLINKSrver (i.e.
HLIMSOOL

(5 1Wireless Netwol ]
Metwork Tasks Choose a wireless network
'=. Refresh network list Click an item in the list below to connect to a wireless netwark in range of ko get more
infarmation.
2 Setup a wireless netwark. (=) RDTECH Connected 'z
for a home or small office ([T
Unsecured wireless network. Eﬂﬂﬂﬂ
rRelated Tasks ( ([_]))) HAMLINK Automatic gy
_i’; Learn about wireless Unsecured wireless netwark aﬂﬂﬂﬂ
networking li N
inksys Automatic
(@) e

Depending orthe WIFI networkingool you are usingfor most, simplyfind HAMLINK an@€LICK
a/ hbb9/ ¢¢

Note: If more than one HAMLINK-RIconnection is available; bare to pick the appropriate
lta[LbY {SNIBBSNJolFaSR 2y &aLISOAFAO L5Qa dGKFdG I NB
properly identifying the correct \WAI connection for the specific Server you wish to connect to.

LIN.
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T

W 1ireless Network Co x|
~Metwork Tasks ——— | Choose a wireless network
'=r Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
2 Set up a wireless network (ta) RDTECH Connected ¢
for & home ar small office ﬁ
Unsecured wireless network &ﬁﬂﬂﬂ

rRelated Tasks ——————— HAMLINK

1) Learn about wireless
niebworking

Change the order of
preferred nebworks

'-}-1- Change advanced

settings (qﬁn linksys Automatic ‘if?
't Security-enabled wireless network &ﬁﬂ[l[l
NDI

't Security-enabled wireless network &ﬁ['l]l]

(<T]>J)
“ﬁ')} DAN

x Connect |

[ Wireless Network Co x|
~Metwark Tasks——— | Choose a wireless network
‘=- Refresh network lisk Click an item in the list below to connect ko a wireless network in range or ko get more
informatiorn,
M Set up & wireless network ((@)) HAMLINK b § Connected f?
for a home or small office ﬁ
Unsecured wireless networlk &ﬁﬂﬂﬂ
rRelated Tasks —————— U‘ﬁ‘j} RDTECH Automatic f?
er,u Learn about wireless Unsecured wireless nebwork gﬂﬂﬂﬂ
L 1.

Once properly selecteou should b&VI-FIconnectedto the HAMLINIS/stem

To confirm the connectiorOpen Internet Explorefor a comparable browserpn your WiFI enabled
deviceand type in the IP address of ydurd S y HamlRKserverinto the adiress bar If you do not
knowthe HAMLINHKP addressthe Control Operatomayobtain itby hovering over the VNC Icon in the
lower right cornerofthd ! a[ LbY {taSkbar9d wQa

HAMLINK PACKET COMPUTER SYSi Page’




HAMLINK Packet Computer System

(Inthe examples that followwe will be usingthe IP addres$92.168.1.100

Once you have entered yodr S NJARSadddeisn your WIFI deviceyou shouldbe presented withthe
following screen:

(; HAMLINK Server - Radiogram /EMAIL portal - Windows Internet Explorer

=18 x|
@jv |e] m;.,.gu9z,1sa.1,wu‘-‘me,y.pm\ =1 [ &4 x ﬁ P

File' Edit View Favorites Tools Help

¢ Favorites | 5, @ | Sugqested Stes + @ Best of thN Channel Guide & | Internet Start £ | Microsoft &) RealPlayer () Microsoft v & | Web Sice Gallery ~

(@ HAMLINK Server - Radiogram JEMAIL portal I I X3 v B - L s ov Page~ Safety v Toosv @~

-
"HAMLINK-SERVER"® - HLIMS-001 I
i HAMLINK AMATEUR RADIO EMERGENCY SERVICES®

1P address:192.168.1.100

HAMLINK

IO D

Full Name: | Your Email User Name/Login: | Your Email Password: ] login
Home/Help] |Create Radiogram |List Station Radiograms |Send Radio Email HAIvILINK~‘."JEEIFOrm©|

Welcome to the 'Nevada Hospital Association' / ARES
Hamlink®© Incident Management Server
Version- 2.1.1

- Please log-in to gain access to any of its features as described below -

Radio-Telegram User -- Enter Your Full Name.
This Will Provide You Limited Access To Submit Radio-Telegrams.

Radio-EMAIL And Telegram Users. -- Enter Your Full Name, Email Username And Password.
If You Dont Have A Email Login/Password, Please Contact You RadioGram System Provider.

Radiogram Handling Personnel -- You Need To Enter Your Full Name, And Your Callsign In The Login Block.

T e rrrarnar o % sone

You have now successfullgcessedhe Hamlinkk A CA | SSINGASNE d 2YS t | 3So
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CREAINGMESSAGES USING THAMHINK SOFTWARE

"HAMLINK-SERVER"® - ARES0044
Washoe County Health District/ Washoe County ARES®

1P address:10.1.0.41

Y
Full NameUKen McKim [‘(our Email User Name/Login: Your Email Password
Home/Help] |Create Radiogram |List Station Radiograms |Send Radio Email [HAMLINK-WEBForm® |

Welcome to the 'Washoe County Health District' / ARES
Hamlink® Incident Management Server

Version-2.1.1
'es as described below - @

@ - Please log-in to gain access to any of its fe

After you have remotelpccessedne HAMLINK &verQa Y I Ay 0 MW wilised\thescobed S
depicted above

As aNONCONTROL USEm create aradiogramyou simplyenter your first and last name.Once you
have entered your namelickthe doging button.

On the next screen click d@@reate Radiogram

"HAMLINK-SERVER"® - ARES0044
Washoe County Health District/ Washoe County ARES®

Haome/Help! |[Create Radiogram |List Station Radiograms [Send Radic Email [HAMLINK-WEBForm® |[ LOGOUT ]

Radiograms Not Handled

You are logged in as :.Ken McKim , with User account :.

Welcome to the 'Washoe County Health District' / ARES
Hamlink®© Incident Management Server
Version-2.1.1

Click Create Radiogram

Since you did not provide a User Name'\Email or a password
You are limited to creating radicgrams.

On thescreen that displays the radio telegram form (shown below)

1. Select the message priorityhe priorities are defined as follows:
a. EMERGENCY (immirt threat to life or property)
b. PRIORITY (tical, time sensitive message)
c. WELFARE (inquiry of the health and welfare of an individual or a message fro
disaster victim to family or friends)
d. ROUTINE (lowest priority, a general radiogram)
2. Indicate who the message goes to
3. Type your messagadte strict 25 word limit)
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4. Leave this blanK you are sending your own messagdéyou are sending a message on behalf of
someone else, type in their name and title in this field.

"HAMLINK-SERVER"®@ - ARES0044
Washoe County Health District/ Washoe County ARES®

[Home/Help] |Create Radiogram |List Station Radiograms |Send Radio Email [HAMLINK-WEBForm® |[[ LOGOUT ]

Radiograms Not Handled

RADIOGRAM VIA AMATEUR RADIO
Number | Precedence HX Station of Origin Check Place of Origin Time Filed Date
@ | Routine ¥ || HXG » KD7ZEV 0 | NV 15:06 ,IE |10/12/2010
TO:(Name adddress zip)

@ —M Attn: Aaron Livingston, EOC ‘n

Leave blank if this is your own message. If
ou are sending on behalf of someone else,
type their name here.

Phone;|
Enter Message Here:

(MAX-25 words. Watch the check count above, as you type.) Erdyed by Ken McKim - for
y Ken IV

ith Midale Initil

@ —? Type your message (strict 25 word limit)

lNote: Radio telegram messages are processed over open airwaves and may be
intercepted by other individuals. Content Privacy is not insured via this method of
communication

T

O O BAG P %@ 3558
Ao @ s v r

HAMLINK-SERVER"® - ARES0028
NV. CERT/ ARES [AMATEL SERVICES®]

M8 LLOGOUTT

When you click odSubmit the message is placedtine Radiograms Not Harted queue on the
HMLINKServer. The light ring around the HAMLINK screeh activateto let the MasterHAMLINK
Control Operatoknowthat a message is waiting for review and transmittBheHAMLINKControl
Operatols)sends the messag®ut as either aadiogram email, or by whatever means are at their
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disposal In any event, the message has been logged and a visual indicat@salereone that a
message needs to be serviced via Amateur Radio!

NOTEIf youneedto send a message that is longer thah\&ordsit cannot be sent through the
HAMLINKadio telegraminterface Instead, it must be sent directly frasomeother HAMLINK System
enabling application such &utpost

PROCESSING MESSABHSIE HAMLINKMESSAGE QUEUE

When acting as thelAMLINKControl Operatoryou should eview all messages for:

A. Transmissions contang obscene or indecent words or language

B. Communications incidental to conducting busiress S ® R2y QG dzaS G KA &
C. Remarks of a personal nature

D. Communicatins of an illegal nature

When processingadiogramsas aHAMLINK Control Operatorou must log in with your full nameall
signand apassword ot thel ! a [ L ManhWeéb Serversreen. The HAMLINK software requires
you to create a passworehch time you log in as the HAMLIN&ntrol Operatoif one has not been
preassigned for radio email use.sdJyour first initial and last name (i.e. jkenneitty) default

GN} RA23INI Y .KFEyRfAy3IE dza$s

After logging in dick onéRadiograms Not Handlédo see the messages in queue.

"HAMLINK-SERVER"® - ARES0044
Washoe County Health District/ Washoe County ARES®

Home/Help] |Create Radiogram |List Station Radicarams [Send Radic Email [HAMLINK-WEBForm® |[[ LOGOUT |

Radiograms Not Handled

re logged in as .Bob , with User account 1 WABMTY

ome to the 'Washoe County Health District' / ARES
Hamlink® Incident Management Server
Version-2.1.1

Since you provided a email username and password
You have full-access
. . . Should you have any problems with sending messages,
To view Radiogram messages that are in kit

queue, click Radiograms Not Handled

The next screen shows a list of ttype and numbeof messages ithe queuebased on priority
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"HAMLINK-SERVER"® - ARES0044
Washoe County Health District/ Washoe County ARES®

[Home/Help! |Create Radicgram |List Station Radioarams |Send Radio Email [HAMLINK-WEBForm® [[ LOGOUT ]

Radiograms Not Handled

* Start Light Ring * * Stop Light Ring *
Number of Radiograms in Que
Precedence / Amount /Locked

Emergency / 1
Priority / 1

Welfare

Once yolhave selected a message you will see the following screen:

"HAMLINK-SERVER"®© - ARES0044
Washoe County Health District/ Washoe County ARES®

[Home/Help] |Create Radiogram |List Station Radioarams [Send Radio Email [HAMLINK-WEBForm® |[ LOGOUT ]

Radiograms Not Handled

1 Record(s) found in d:/MAIL/Priority/gram.php Click Commit to view the

2|commit ‘_ entire message. Priority HXG - |KD7ZEV 10 NV |15:59 |10/12/2010
TEST: JIMMY SMITH, PHP

TEST: Any word on dispersal of SNS? Please advise ASAP SARAH PHILLIPS, DO 10/12/2010 15:59

"HAMLINK-SERVER"®@ - ARES0044
Washoe County Health District/ Washoe County ARES®

[Home/Help] |Create Radiogram |List Station Radiograms |Send Radio Email |[HAMLINK-WEBForm® |[ LOGOUT

Radiograms Not Handled

1 Record(s) found in d:/MAIL/Priority/gram.php Click Commit to view the

2/commit < f— entire message. Priority HXG- |KD7ZEV 10 NV 1559 [10/12/2010
TEST: JIMMY SMITH, PHP

TEST: Any word on dispersal of SNS? Please advise ASAP SARAH PHILLIPS, DO 10/12/2010  |15:59

Click ordCommit to view the message in a format you can cut and paste into Outpost.
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Radiograms Not Handled

RADIOGRAM VIA AMATEUR RADIO TRANSFER

omber Procadencs X | SwlenofOngn  Check PlacoofOrgn | TimeFied | 0ois Copy and paste the texseehighlighted

2 Priority  |HXG KD7ZEV 10 |NV 15:59 10/12/2010 . .

T el Input by:KEN MCKIM- for areasin the example, left)nto a text file

SARAH PHILLIPS, DO .

- or a Word document and save it to your

Message: andled By

Savaa adap. o e TSNS e ATy desktop; you will need this file after you
waGMTYE  [10/12/2010 | Tl [16:29 ) 10/12/2010 | (2] [16:29 =X) have ex|ted thd—IAMLlNK Software and

Rec'd To

have opened the Outpost programlick
dSubmit to remove the message from

A the active queue
__Print this page_ |

Click Submit to take the message out of the active queue and place in into
a backup folder.

Repeatthis process foany remaining messages.

Washoe County Health District/ Washoe County ARES®

[Home/Helpl |Create Radiogram |List Station Radiograms [Send Radio Email [HAMLINK-WEBForm® |[[ LOGOUT ]

Radiograms Not Handled

* Start Light Ring * * Stop Light Ring *
Number of Radiograms in Que
Precedence / Amount /Locked

Emergency / 1

Welfare

Notice, the message we just processed is no
longer in the queue.

UNLOCKING COMMITEOSHANDLED RADIOGRAMS

IfaHAMLINK Control Operatocommitsto servicing a message in the radiogram que and does not complete
iKS LINROSaa o0& FAYIEATAYI (KS; the OesBae/ill eemdinkocked agdinst. aL ¢ ¢ 0|
GKFG AYRADARIZ £ +yR BrimgryHAMEINK Goftrob@petardiaashBuniocé (KGNBE Sy
which is available from logging into the Server withdhe RY A YA & 1 NI G 2s8lk ONBRSY (Al f 3
bl YA3IMN I YR t ladmingag8sNRstHowia below) Once the record is unlocked, it is
reintroduced into the queind may be serviced by any loggecHAMLINK Control Operator

HAMLINK PACKET COMPUTER SYSi Pagel3




HAMLINK Packet Computer System

Not Handled

RADIOGRAM VIA AMATEUR RADIO TRANSFER

Jo—
12 Priority  HXG KD7ZEV 110 [NV 15:59 10/12/2010
TO: Input by:KEN MCKIM- for:
TEST. JIMMY SMITH, PHP

SARAH PHILLIPS, DO
Phone:
Message: Handled By
TEST: Any word on dispersal of SNS? Please
advise ASAP. WABMTY
From Date Time [ To _Date _ Tme
[wasmTyE  [1071272010 |l [1629 |3 [ [1071272010 | (=] [16:29

Rec'd o

Click Submit to take the message out of the active queue and place in into
a backup folder.

"HAMLINK-SERVER"® - ARES0044
Washoe County Health District/ Washoe County ARES®

HAMLINK

Full Name:

P address:10.1.0.41

Welcome to the 'Washoe County Health Distri

, g Server
Version-2.1.1

- Please log-in to gain access to any

Radio-Telegram User -- Enter Your Full Name.

This Will Provide You Limited Access To Submit Radio-Telegrams. Login with administrator

credentials:
ADMIN/Adminpa:

Radio-EMAIL And Telegram Users. -- Enter Your Full Name, Email Username And F L
If You Dont Have A Email Login/Password, Please Contact You RadioGram System Provider.

Your Email User Name/Login Your Email Password
|create Radiogram |List Station Ragiograms [Send Radio Emall [HAMLINK-WEBFom® |

ftug | Station Tast | Backup tha Filas | Ras‘iraal.\'as‘g‘]‘iﬁ_ﬂ\jf;g@

0

GOUT ]

Welcome to the 'Washoe County Health District' / ARES
Hamlink®© Incident Management Server
Version- 2.1.1

ADMIN LOGON

You have full-ADMIN access. Should you have any problems or questions, contact your
HAMLINK® System Developer. KD7ZEV@Charter.net

Station Setup
Station set-up is a one-time operation that is performed to initialize a database
Prior to invoking this command, be certain to adhere to the following steps and rules:
1) All previous database files have been backed-up (if required)
2.) Lighthlon sendce has been stopped. (Request senvice stop by shortcut on desktop)
3.) Invoke a RESET DATABASE and ensure that the following (3)-folders do not exist in D: drive
»>>> \MAIL___and__.\HGram (NOTE: folders do not exist).<<
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LOCKING AND UNLOCKBIRADIOGRAMS SYSTEM

The PrimaryHAMLINK Control Operatodl y € 23 Ay 6AGK GKS a! RYAYyAadNF d2NE
has the ability to lock the systefrom allowing any other individual to create additional radiograms. This feature
provides the administrator the ability to shut down the HAMLINK Server from further use for the given incident.

Your Email User Name/Login Your Email Password

|Craate Radiogram |List Station Ragiograms |Send Radio Email [HAMUNK-WEBFom® |

sion To:z] Backup tha Fmazlr;\.::q_g atabasa | ockthe Svstem ;Jﬂ;;;__n_g;;wj[mg_qgu

:ome to the 'Washoe County Health District' / ARES
Hamlink®© Incident Management Serve
Version- 2.1.1

ADMIN LOGON

ave full-ADMIN access. Should you have any problems or questions, contact your
HAMLINK®D System Developer. KD7ZEV@Charter.net

n
Station set-up is 3 one-time operation that is performed to Initialize a database
rior to invoking this command, be certain to adhere to the following steps and rules:
1) All previous database files have bean backed-up (if required
) Lightllon senice has been stopped. (Request senvice stop by shortcut on desktop)
ke a RESET DATABASE and ensura that the following (3)-foiders do not exist in D: drive
»»> \MAIL___and__.'HGram (NOTE: foiders do not exist). <<

USINGOUTPOSTO SENIRADIOGRAB! & EMAILS

As aControl Operator/Administrator,iid the Outpost icon irthe task barof the HamlinkServerand
click on it

TheSation Identificationwindow will open(see exampl&elow).

Under the first section titled egai
Enter thedUser Call Sigrand dUser Name of the HAMLINK Control Operator

Underthe second sectiotitled Tactical

/| KSO1 (kS oz B Eh GIKISy/ ISty Naclical @all GigTBektactichl Ealh ssghJ
refers to the name of the agency where thkamlinkserveris located. n this exampleve willuse
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STMRY§ ¢aw, { Aa (GKS dFOGadAalort O
Appendixx’ FT2NJ @2dzNJ K2ALIA G Qa ¢

£ f aANQTE:ReMIo{ I A Y
OGAOIE OFffood

In the GAdditional ID Texktfield, enter the full name of the tactical location.

aA OApphéandthen dOK

Station Identification @

idertification |

=1
Legal - /

User Call Sign: IWABMTY

e

Your HAM call sign goes
here

—— Your first and last name

User Name: ]BOB MILLER ‘,—-

Tactical

v Use Tactical Call for all BBS interaction

Tactical Call Sign: ]STMRYS WX] l

here

OK Cancel Apply

Additional D Text:  |STMARY's
\ -

TheOutpost Packet Message Manageindow willopen

Tactical call sign =
abbreviated hospital name

Additional ID Text = full
hospital name

al
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* Outpost Packet Message Manager

File Edit Setup Tools Actions Help
Newl Opern | I Pririt | SendIReceive’
Foider List Ml In Tray
u I Type I From J To I BBS ] Subject ] Date/Time ] Size]
Archive
[70 tems, 1 Total §Station ID: WABMTY -- Tactical Call: STMRYS -- TNC: KPC-3 -- BBS: KE7R-1 ;00:00:00 i14:57:38 7

Toidentify whereyour messages will go, you will need to clickiBetug and then click onBBS$.

utpost Packet Message Manager

Dele rel Pr :r"l Send/Receive

BBS...
Identificatio

U | Type \From [ 10 | BBS | subject | DatefTime

Sent

Ve |Goto Setup, then click on BBS to establish what

mailbox your messages will be sent to.

Archive

Draft
Msgs

Deleted
Msgs

0 ttems, 1 Total jSta{ion ID: WABMTY -- Tactical Call: STMRYS -- TNC: KPC-3 -- BBS: KE7R-1 100:00:00 ‘15:08:30 7

ABulletin Board Storage ServidB$is aservicelocated on arerminal NodeControler (TNC).
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Every HAMLINRystemhas aocal TNCwith the first node assigned asBBS.a I y& NBY23S ¢b/ Qa
have BBS services that can act as radiogram-dfbpoints. To send a message to a TRB3Shey must
be processed asdiograns. BBScahh A Ay a (0 KkviE PWR A WRIdzGES @ 2dzNJ YS&aal 3¢

In this example the BBS named KR7E®@&ers to the name of thRemote TN@BBSserviceona TNC
located at the Regional Emergency Operationst&REOCH Reno, NV.

BBS Name | BBS Prompts | BBS Commands | BBS Path |

G / Select the mailbox name
BESName: | yr7eoc - 1 =y - from the BBS Name drop

down list. Leave everything
else on its default settings

KR7EOC - 1 -
and click OK.
Description: :
Reno EOC BBS
BBS Type
{* Let Outpost determine the BBS and set up the prompts e

" User defines the BBS prompts

J

Delete
Non-ldentifying BBSs
" AAMRE BBS
" AA4RE BBS with Tactical Call Customization

OK Cancel Apply
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PLEASE NOTE THESE ARE THE STANDARD and preffered SSID's used by Amateur Radio Emergency Services (ARES) in

Nevada:
OUTPOST NONE
BBS (Mail Box) -1
KEYBOARD -2
NODE -7
050 to 91 portal -8
Winlink Node -10
DIGIPEATER -12

9SSy (K2dAK

AYRADARdIZ t Q&

AAAAA

6SQBS | ddiNdorRie pravidiis Sciegnserstillindedta adiiress {
the GToY kne to theREOQ@eneralcall sigmw a2 YSG A YSa OF t Wsida Club Sigh Willzo
allow anyone at the REOC to login to their EXNE@ download the messagl.youwere to send it to an
brily ahat lNdrsBrivaild I62 lalflef tdoginkaddgoEnload the message.

Mew. |

Send/Receive

Folder }

it

Need Assistance with Evac - Packet Message

File Edit Actions Window -

Print | Send [

Savel

Delete| Close | urg | Pwt | Bul NS

Out]

0 tems, 1

Private Message

Bbs: |KR7TEOC-1

From: |STMRYS

- e

To: |KR7EOC

Ken M.

To: Aaron Kenneston

Subject: [Need Assistance with Evac \ \E
| You'll see thatthe'BBS you
Need assistance with evac. selected earlier is in the
BBS: line. Your tactical call

sign also auto-populates
the From: line.

00:00:00 153807

To select thepriority level of your messagehoosefrom the options shown belowNOTE: Urgent

messages will be displayed in redthe Outpost softwar@n the receiving endVhen you have finished,
clickSendIf you have other messagessend repeat this process for each one. When you are ready to
send all your messages, clitKk SY Rk wSOSA @S¢

{A3TyE
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NewI pen Delet: J Send/Receive

Folder } *~*
. Need Assistance with Evac - Packet Message
In Trg

nTrdl File Edit Actions Window i

Printl Send! Save] Delete Closel E’ Pyt | Bul | NTS

Out) private Message

Bbs: |KR7EOC-1

From: |STMRYS

To: |KRTEOC

Subject: |Need Assistance with Evac

iy |To: Aaron Kenneston

Need assistance with evac.

\1-—-»

This is how you choose the
importance level of your message.
URG=Urgent
PVT=Private
BUL=Bulletin (everyone can
download)

Ken M.

0 tems, 1

100:00:00 71 53807

To send your message as an email, the procedure is almost identical. To send your message as a
WINLINK nodetyp§ Y Af > &2dz Ydzad &St SOuanéod. . { |

Select a BBS 3

BBS Name | BBS Prompts | BBS Commands | BBS Path |

~BBS Name -
BESName: | yp7eoc-10 7]
* | kr7EOC - 10
Description: ]
Reno EOC BBS
BBS Type
(" Let Outpost determine the BBS and set up the prompts Mewy

" User defines the BBS prompts

Delete

RRNB & &

Email BBS addresses end

ina"-10".

0 KI

Selecting a valiwvinlinkNode Type . { I RRNB awn Sy ®RA 8 Aafe/tdia réurdeNI Y'S 3 &

your geographicategion capable of processing and sending it over the Internet, just like a regular email

message.

The other differencevhen sending a message agdNLINKEMailis siownon the message screen
below. Instead of typingn a HAM radio caBign in thed ¢ Zinégyoumusttype in a valid email address
precededby a special routing indication that specifies delivery to the InterneBunaple Mail Text
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Protocol EMTR (see the exampleelow). The WinlinkKNode will treat this message in a special manner

GKFG OFy NRBdziS GAlF GKS wSY23S

B Outpost Packet Message Manager.

New] pe |

SendjReceive

Folder ) *~

Need Assistance with Evac - Packet Message
File Edit Actions ‘Window

Out) private Message

Print! Send| Savel Delete Close! Urg Pwt } Bul iNTS

¢ b/

Qa LYGSNysSi Oz2yy

|- [B]x|

Bbs: |KR7TEOC-10

From: |STMRYS

Te: |SMTP:reoc@test.net g

Subject. [Need Assistance with Evac \

iff |To: Aaron Kenneston \

Need assistance with evac.

preceded by SMTP:
Ken M.

In the To line, type a valid email address

0 tems, 1

/.

ADDINGA NEW BBS ADDREB3OUTPOST

looonoo 153807

As a HAMLINK CONTROL Operator or Administrator, you may need to send a message to a location that
is not already listed in the BBS Name drop down menu. The process is simple, and can be done from the
Select a BBS window. Select i N e, wype in the new call sign and then click i OK 0

BBS Name I BBS Prnmptsl BBS Oammrds] 865 Pahl
BBS Name

BES Name:

Description:  |\a MED ARES MAIN BBS

BBS Type

(¢ Let Outpost determine the BES and set up the prompts
(" User defines the BBS prompts

" First: select New
Mon-idertifying BESs

" AA4RE BBS
" AAJRE BBS with Tactical Call Customization

Second:
type inthe
call sign of

the BBS

(with the
appropriate

dash
number for
BBS orRMS

station.

Third: Click
OK

HAMLINK PACKET COMPUTER SYSi Page21




HAMLINK Packet Computer System

AFTER THE INCIDEDRILL ARCHIVING THEESSAGEILES

After the incident is over, you will need to logout of the HAMLINK and log back in using the
Administrator Mhme andPasswordthat you used to complete the HAMLINK Station Set Up at the
beginning of the incidentCNRB Y G KS YI Ay &aONBAStySaadst SOG 4.

I O dzLJ

IP address:10.1.0.41

Full Name: | Your Email User Name/Login: | Your Email Password: |

[Home/Help] |Create Radiogram |List Station Radioarams |Send Radio Email |[HAMLINK-WEBForm& |

Station Setup | Station Test | Backup the Files | Reset Database | Lock the System | Unlock Records |[LOGOUT

e {o the 'Washoe County Health District' / ARES
Hamlink® Incident Management Server

Version-2.1.1

Click on Backup the Files
ADMIN LOGON

bous il ADINN ook

1. Enter thesameincident namechosen previouslysee HAMLINK Station Setyggceded bythe
drive you wish to archive t(e.g.DASTMRYS estEvac

2. Clickdves to remove all records from the database.

3. Makesurethatt wSY2 @S I f {RINE (ba délesied EINGW clickiyes to
continue All the messages will be placed in a backup fofded bythe incident name.

The incident folder is now listed in yodrchive drive (ieD}). You can find youdrives (ie D)) by
doubleclicking on the My Computer icon on your desktop.
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